UPDATED Safe Site Settings for Internet Explorer

In March of 2016 the WITS Help Desk received multiple reports of customers being returned to the home page repeatedly while using WITS. FEI
determined that this is happening to users who use Internet Explorer 11 as their primary browser and have upgraded their site to an 18.0+ version.
To resolve this issue/prevent additional users from experiencing this problem, follow this documentation to add the WITS STS URL to trusted sites
within the IE browser. We recommend that you add both WITS and STS URLs to avoid potentially being sent to the home screen while working.
Please make sure your Safe Sites setting contain both the URL that contains ‘STS’ and the URL you normally use to access WITS.
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2. Click Internet Options.

3. Click Security.
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Home page
gz tabs, type each address on its own line.
net/SitePages/Home.aspx

[ Use current ” Use default new tab l

tart with tabs from the last session
tart with home page

Tabs
Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ Delete browsing history on exit

| [ Lenguages | [ Fonts | [ Accessbiity |

OK I[ Cancel H Apply
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4. CI |ck Trusted sites (Tru Sted Sites) a nd click Select a zone to view or change security settings.

Internet  Local intranet Restricted
. | sites

Trusted sites

This zone contains websites thay you
trust not to damage your compuler or
your files,

‘You have websites in this zone.
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Security level for this zone
Allawed levels for this zone: All ers only. Violators subject to imprisonment and/or fine.
Medium nding and compliance with all applicable restrictions

- Prompts before downloading potentially unsafe

content
L‘_—l - Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
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[ Reset all zones to default level ]

0 Some settings are managed by your system administrator.
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5. Enter the following site in the field Add this
website to the zone:
https://idaho-mountain-sts.witsweb.org
OR

this zone will use the zone's security settings.

https://idaho-pacific-sts.witsweb.org A Wbt b T e
and click . https://idaho-mountain-sts.witsweb.org|
Websites:
https: /fidaho-mountain.witsweb.org Remove
https: //idaho-pacific.witsweb.org
NOTE: Users should add either the https: //idaho-reports.witsweb.org
. epe s https://idaho-training. witsweb.
Mountain or the Pacific site, not both to L;ms/ S T Ty

the Websites box. Require server verification (https:) for all sites in this zone




6.

7. clickl 9

Note: The Websites box should contain
two websites for the Mountain or Pacific
website.
https://idaho-mountain-sts.witsweb.org

https://idaho-mountain.witsweb.org

OR

https://idaho-pacific-sts.witsweb.org

https://idaho-pacific.witsweb.org

Select a zone to view or change seaurity settings.
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Internet Local intranet  Trusted sites  Restricted
sites

Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
You have websites in this zone.
Security level for this zone
Allowed levels for this zone: All
HMedium
[ - Prompts before downloading po

content
T - Unsigned ActiveX controls will gbt be downloaded

[TEnable Protected Mode (requires regftarting Internet Explorer)

[ Cusbomﬁ\tel... ]| Default level

[ Jfesetal zones to defauit level

@ Some gettings are managed b your system administrator.
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*ou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.
Add this website to the zone:
! Wersion:18.5.1
Websiteg,
https: /fidaho-mountain. witsweb.org
bitos: /fidaho-mountain-sts. witsweb,org
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[ Reset all zones to default level ]
@ Some settings are managed by your system administrataor.
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